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Why MANRS Observatory?

Inform MANRS members about their degree of commitment 
• Improve reputation and transparency of the effort
• Facilitate continuous improvement and correction

Provide a factual state of routing security as it relates to MANRS

• Support the problem statement with data
• Demonstrate the impact and progress
• Network, country, region, over time

Improve robustness of the evaluation process
• Make it more comprehensive and consistent
• Reduce the load
• Allow preparation (self-assessment)
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Measurements(https://observatory.manrs.org/#/about)
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Action Measurement Data source Caveats

Filtering
M1, M1C, M2, M2C

Route hijacks and leaks BGPStream.com
CAIDA GRIP

False positives, obscure 
algorithms, vantage 
points

Filtering
M3, M3C, M4, M4C

“Bogon” 
announcements

CIDR report Limited vantage points

Anti-spoofing
M5

Negative tests CAIDA Spoofer Sparse, active

Coordination
M8

Registered contacts RIRs Whois DBs 
(RIPEStat), 
PeeringDB

Stale/non-responsive 
contacts not detected

Global validation
M7IRR, M7RPKI, M7RPKIN

Coverage of routing 
announcements

IRRs, RPKI 
(RIPEStat)

https://observatory.manrs.org/
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Help us improve quality of the data!

• Reduce false positives to acceptable level
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☑ → 100% 

• Improve transparency and credibility of MANRS

• Facilitate continuous improvement and correction
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Thank you.

manrs.org

Thank you.

manrs.org

manrs@isoc.org


